Abstract. Heartbleed is a catastrophic bug in the OpenSSL which is a widely used implementation of the Transport Layer Security (TLS) protocol on the Internet. The Heartbleed bug which allows attackers to get sensitive information such as the secret keys, the user names, passwords and the actual content is a serious security threat to E-commerce. We proposed a Snort rule-based approach to detect the heartbleed bug. Experiment results show that the presented approach is suit for detecting the Heartbleed bug.
Introduction
A newly discovered bug in widely used Web encryption technology has made data on many of the world's major websites vulnerable to theft by hackers in what experts say is one of the most serious security flaws uncovered in recent years. This catastrophic Internet bug is called Heartbleed [1] . The Heartbleed bug [2] allows attackers on the Internet to read the memory of the systems protected by the vulnerable versions of the OpenSSL software. This compromises the secret keys used to identify the service providers and to encrypt the traffic, the names and passwords of the users and the actual content. This allows attackers to eavesdrop communications, steal data directly from the services and users and to impersonate services and users. So this bug is catastrophic to ECommerce applications in which the OpenSSL is widely used [3] .
The Heartbleed bug is the result of a mundane coding error in OpenSSL, the world's most popular code library for implementing HTTPS encryption in websites, e-mail servers, and applications [4] . The result of a missing bounds check in the source code, Heartbleed allows attackers to recover large chunks of private computer memory that handle OpenSSL processes. The leak is the digital equivalent of a grab bag that hackers can blindly reach into over and over simply by sending a series of commands to vulnerable servers. The returned contents could include something as banal as a time stamp, or it could return far more valuable assets such as authentication credentials or even the private key at the heart of a website's entire cryptographic certificate.
After carefully study the source codes of Heartbleed, we proposed a Snort rule-based approach to detect the Heartbleed bug by checking the network flows. The experiment results show that the proposed method is easy and efficient in Heartbleed bug detection.
In the remaining sections of the paper, we first describe the Heartbleed bug including the OpenSSL hierarchy in section 2. Then we discuss the proposed Snort-based approach to detect the Heartbleed bug in section 3. Finally, we state our conclusions in section 4.
Heartbleed Bug

OpenSSL
The OpenSSL Project [5] is a collaborative effort to develop a robust, commercial-grade, fullfeatured, and Open Source toolkit implementing the Secure Sockets Layer (SSL v2/v3) 
